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QUESTION 1

To enforce the Security Policy correctly, a Security Gateway requires: A. a routing table

B. awareness of the network topology

C. a Demilitarized Zone

D. a Security Policy install

Correct Answer: B

The network topology represents the internal network (both the LAN and the DMZ) protected by the
gateway. The gateway must be aware of the layout of the network topology to:

Correctly enforce the Security Policy.

Ensure the validity of IP addresses for inbound and outbound traffic.

Configure a special domain for Virtual Private Networks.

Reference: https://scl.checkpoint.com/documents/R76/CP_R76_SecMan_WebAdmin/html_frameset.htm?

topic=documents/R76/CP_R76_SecMan_WebAdmin/118037

QUESTION 2

Which configuration element determines which traffic should be encrypted into a VPN tunnel vs. sent in the clear?
A. The firewall topologies

B. NAT Rules

C. The Rule Base

D. The VPN Domains

Correct Answer: C

QUESTION 3

Which tool is used to enable ClusterXL?
A. SmartUpdate

B. cpconfig

C. SmartConsole D. sysconfig

Correct Answer: B
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Reference: https://scl.checkpoint.com/documents/R77/CP_R77_ClusterXL_WebAdminGuide/
html_frameset.htm?topic=documents/R77/CP_R77_ClusterXL_WebAdminGuide/161105

QUESTION 4

Two administrators Dave and Jon both manage R80 Management as administrators for ABC Corp. Jon logged into the
R80 Management and then shortly after Dave logged in to the same server. They are both in the Security Policies view.
From the screenshots below, why does Dave not have the rule no.6 in his SmartConsole view even though Jon has it
his in his SmartConsole view?

Ho. Hame Source Destination VPN Services & Applications  Action Track | 'Install On
: NetBIOS Noise ® Any = any = Any NET ® orop - None » Policy Targets
| 2 Management Net_10280,0 GW-R7730 & Any @ hps @D Accent B teg % Policy Targets
v ssh
3 Stealth . Amy GW-R7730 - Any *  Arw @ prop é] Log % Policy Targets
i DNs Net_1028.0.0 ® Any ® Any * Any @D Accept -None » Policy Targets
5 web Net_10.28.0.0 #* Any #* Any ‘\ rr"":';‘ B Accept B Log # Policy Targets
& “ DMZ Access Net_10.28.0.0 DMZ_Net_192.02.0 ® Any » fip @ Accept -None x Policy Targets

7 Cleanup rule r e = any il " Ay . o Bl Lo = Policy Targets

NetBIOS Noise » Any * Any * Any NEBT @ peep

- None | = Policy Targets
2 Management Net_10.28.0.0 GW-R7730 - Any & https @ Accent Log 1 % Policy Targets
% ssh
= Stealth & Ang GW-R7730 * Any *® any ® orep E Log % Policy Targets
4 DNS Net_10.28.0.0 ® any - Any ®  Any D Accept - None » Policy Targets
s Web Net_10.28.0.0 & pey * Aoy - i D accent B tog * Policy Targets
L Cleanup rule Ay - Any ® any * Any Log

@ Orop % Policy Targets

A. Jon is currently editing rule no.6 but has Published part of his changes.
B. Dave is currently editing rule no.6 and has marked this rule for deletion.
C. Dave is currently editing rule no.6 and has deleted it from his Rule Base.
D. Jon is currently editing rule no.6 but has not yet Published his changes.

Correct Answer: D

When an administrator logs in to the Security Management Server through SmartConsole, a new editing session starts.
The changes that the administrator makes during the session are only available to that administrator. Other
administrators see a lock icon on object and rules that are being edited. To make changes available to all
administrators, and to unlock the objects and rules that are being edited, the administrator must publish the session.

Reference:
http://dI3.checkpoint.com/paid/74/74d596decb6071ad4eeb642fbdaae7238f/

CP_R80_SecurityManagement_AdminGuide.pdf?
HashKey=1479584563_6f823c8eal514609148aadfec5425db2andxtn=.pdf

QUESTION 5

Which of the following is an authentication method used for Identity Awareness?
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A. SSL

B. Captive Portal
C. PKI

D. RSA

Correct Answer: B
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