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QUESTION 1

Which of the following methods will provide the most complete backup of an R77 configuration? 

A. Policy Package Management 

B. Copying the directories $FWDIR\conf and $CPDIR\conf to another server 

C. Execute command upgrade_export 

D. Database Revision Control 

Correct Answer: C 

 

QUESTION 2

Which of the following uses the same key to decrypt as it does to encrypt? 

A. B. Dynamic encryption 

B. C. Certificate-based encryption 

C. D. Symmetric encryption 

Correct Answer: A 

 

QUESTION 3

Which authentication type permits five different sign-on methods in the authentication properties window? 

A. Client Authentication 

B. Manual Authentication 

C. User Authentication 

D. Session Authentication 

Correct Answer: A 

 

QUESTION 4

What is the purpose of an Identity Agent? 

A. Provide user and machine identity to a gateway 

B. Manual entry of user credentials for LDAP authentication 

C. Audit a user\\'s access, and send that data to a log server 
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D. Disable Single Sign On 

Correct Answer: A 

 

QUESTION 5

Your organization\\'s disaster recovery plan needs an update to the backup and restore section to reap the new
distributed R77 installation benefits. Your plan must meet the following required and desired objectives: 

Required ObjectivE. The Security Policy repository must be backed up no less frequently than every 24 hours. 

Desired ObjectivE. The R77 components that enforce the Security Policies should be backed up at least once a week. 

Desired ObjectivE. Back up R77 logs at least once a week. 

Your disaster recovery plan is as follows: 

-Use the cron utility to run the command upgrade_export each night on the Security Management Servers. 

-

Configure the organization\\'s routine back up software to back up the files created by the command upgrade_export. 

-

Configure the GAiA back up utility to back up the Security Gateways every Saturday night. 

-Use the cron utility to run the command upgrade_export each Saturday night on the log servers. 

-

Configure an automatic, nightly logswitch. 

-

Configure the organization\\'s routine back up software to back up the switched logs every night. Upon evaluation, your
plan: 

A. 

Meets the required objective and only one desired objective. 

B. 

Meets the required objective but does not meet either desired objective. 

C. 

Does not meet the required objective. 

D. 

Meets the required objective and both desired objectives. 

Correct Answer: D 
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