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QUESTION 1

Which of these strategies can be employed to test training effectiveness? (Choose THREE.)

A. Create a survey for managers, to see if participants practice behaviors presented during training.

B. Provide feedback forms for employees to rate instruction and training material, immediately after training has ended.

C. Include auditors before and after the training. This checks to see if the number of security-related incidents is
reduced, because of the training.

D. Give incentives to employees who attend security-awareness training. Perform spot-checks, to see if incentives are
displayed.

E. Test employees on security concepts several months after training has ended.

Correct Answer: ACE

QUESTION 2

Which of these choices correctly describe denial-of-service (DoS) attacks? (Choose THREE.)

A. DoS attacks do not require attackers to have any privileges on a target system.

B. DoS attacks are nearly impossible to stop, once they begin.

C. DoS attacks free the target system of excessive overhead.

D. DoS ties up a system with so many requests, system resources are consumed, and performance degrades.
E. DoS attacks cause the attacked system to accept legitimate access requests.

Correct Answer: ABD

QUESTION 3

You are a system administrator for a pool of Web servers. The vendor who sells your Web server posts a patch and
sample exploit for a newly discovered vulnerability. You will take all of the actions listed below. Which of the following
actions should you take first?

A. Run the sample exploit against a test server.

B. Run the sample exploit against a production server.

C. Apply the patch to all production servers.

D. Test the patch on a production server.

E. Test the patch on a non-production server.

Correct Answer: A
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QUESTION 4

When should procedures be evaluated?

A. When new functional users join an organization

B. On the anniversary of the procedures\\' implementation
C. Each time procedures are used

D. Whenever business processes are modified

E. When new exploits and attacks are discovered

Correct Answer: D

QUESTION 5

Which of the following is MOST likely to cause management to view a security-needs proposal as invalid?
A. Real-world examples

B. Exaggeration

C. Ranked threats

D. Quantified risks

E. Temperate manner

Correct Answer: B
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