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QUESTION 1

_________ is a smaller, enhanced version of the X.500 protocol. It is used to provide directory-service information.
(Choose the BEST answer.) 

A. Lightweight Directory Access Protocol 

B. X.400 Directory Access Protocol 

C. Access control list 

D. Lightweight Host Configuration Protocol 

E. Role-based access control 

Correct Answer: A 

 

QUESTION 2

To comply with the secure design principle of fail-safe defaults, what must a system do if it receives an instruction it
does not understand? The system should: 

A. send the instruction to a peer server, to see if the peer can execute. 

B. not attempt to execute the instruction. 

C. close the connection, and refuse all further traffic from the originator. 

D. not launch its debugging features, and attempt to resolve the instruction. 

E. search for a close match in the instruction set it understands. 

Correct Answer: B 

 

QUESTION 3

A _______ attack uses multiple systems to launch a coordinated attack. 

A. Distributed denial-of-service 

B. Teardrop 

C. Birthday 

D. FTP Bounce 

E. Salami 

Correct Answer: A 
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QUESTION 4

Digital signatures are typically provided by a ____________________, where a third party verifies a key\\'s authenticity. 

A. Network firewall 

B. Security administrator 

C. Domain controller 

D. Certificate Authority 

E. Hash function 

Correct Answer: D 

 

QUESTION 5

Which of the following best describes the largest security challenge for Remote Offices/Branch Offices? 

A. Leased-line security 

B. Salami attacks 

C. Unauthorized network connectivity 

D. Distributed denial-of-service attacks 

E. Secure access to remote organizational resources 

Correct Answer: E 
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