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QUESTION 1

When configuring NAT, the Internet interface is considered to be what? 

A. local 

B. inside 

C. global 

D. outside 

Correct Answer: D 

 

Network address translation or NAT requires the Internet to be considered as an outside interface else it won\\'t serve
the purpose it intends to. 

 

QUESTION 2

To what type of port would a cable with a DB-60 connector attach? 

A. Serial port 

B. Console port 

C. Ethernet port 

D. Fibre optic port 

Correct Answer: A 

 

 

QUESTION 3

Given a Class C IP address subnetted with a /30 subnet mask, how many valid host IP addresses are available on each
of the subnets? 

A. 1 

B. 2 

C. 4 

D. 8 

E. 252 

F. 254 
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Correct Answer: B 

/30 CIDR corresponds to mask 55.255.255.252 whose binary is 11111100 which means 6 subnet bits and 2 host bits
which means 62 subnets and 2 hosts per subnet. 

 

QUESTION 4

A company has placed a networked PC in a lobby so guests can have access to the corporate directory. 

A security concern is that someone will disconnect the directory PC and re-connect their laptop computer and have
access to the corporate network. For the port servicing the lobby, which three configuration steps should be performed
on the switch to prevent this? (Choose three.) 

A. Enable port security. 

B. Create the port as a trunk port. 

C. Create the port as an access port. 

D. Create the port as a protected port. 

E. Set the port security aging time to 0. 

F. Statically assign the MAC address to the address table. 

G. Configure the switch to discover new MAC addresses after a set time of inactivity. 

Correct Answer: ACF 

If port security is enabled and the port is only designated as access port, and finally static MAC address is assigned, it
ensures that even if a physical connection is done by taking out the directory PC and inserting personal laptop or
device, the connection cannot be made to the corporate network, hence ensuring safety. 

 

QUESTION 5

What are two recommended ways of protecting network device configuration files from outside network security threats?
(Choose two.) 

A. Allow unrestricted access to the console or VTY ports. 

B. Use a firewall to restrict access from the outside to the network devices. 

C. Always use Telnet to access the device command line because its data is automatically encrypted. 

D. Use SSH or another encrypted and authenticated transport to access device configurations. 

E. Prevent the loss of passwords by disabling password encryption. 

Correct Answer: BD 
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