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QUESTION 1

Which statement is true about OnGuard? (Choose two.) 

A. It is used to ensure that Antivirus/Antispyware programs are running 

B. It supports both Windows and Mac OS X clients 

C. It is used to identify and remove any malware/viruses 

D. It only supports 802.1X authentication 

Correct Answer: AB 

 

QUESTION 2

Which Authorization Source supports device profile enforcement? 

A. Local User Repository 

B. OnGuard Repository 

C. Endpoints Repository 

D. Guest User Repository 

Correct Answer: A 

 

QUESTION 3

Which Authorization Source support device profile enforcement? 

A. OnGuard Repository 

B. Local user Repository 

C. Guest User Repository 

D. Endpoint Repository 

Correct Answer: B 

 

QUESTION 4

Which two are required to add a Network Access Device (NAD) into ClearPass? (Choose two.) 

A. HTTPS certificate 

B. NAD IP address 
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C. ClearPass Admin login credentials 

D. Shared Secret 

E. SSH password 

Correct Answer: BD 

 

QUESTION 5

What is the significance of using the [Allow ALL MAC AUTH] as an Authentication Method for Guests? 

A. Client attempts will fail without an additional Authentication method applied. 

B. All clients with unknown endpoints will be granted guest access regardless of authorization. 

C. All clients with known endpoints will be granted guest access regardless of authorization. 

D. This removes the reliance on the known or unknown status for MAC authentication. 

Correct Answer: D 

Reference: https://www.arubanetworks.com/techdocs/Instant_83_WebHelp/Content/Instant_UG/Authentication/Authenti
cationMethods.htm 

 

QUESTION 6

An organization with 347 employees wants to have the guest create their own accounts for access to the public WLAN,
and when guests reconnect, they do not want the guest to have to log in again. 

Which ClearPass features can be used to meet these requirements? 

A. Guest access with MAC caching 

B. Guest self-registration with sponsor approval 

C. Enforcement based on endpoint profiling 

D. ClearPass Onboard Portal 

Correct Answer: C 

 

QUESTION 7

Refer to the exhibit. 
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When creating a new ClearPass Service, the [Time Source] has been added as an authorization source. What time
source is ClearPass referencing? 

A. the ClearPass server where Insight Master has been enabled 

B. the local clock of the ClearPass server doing the authentication 

C. the local time setting found on the authenticating client machine 

D. the NTP (Network Time Protocol) source indicated in the Cluster settings 

Correct Answer: C 

 

QUESTION 8

When joining ClearPass to an Active Directory (AD) domain, what information is required? (Choose two.) 

A. Fully Qualified Domain Name (FQDN) of the AD Domain Controller. 

B. ClearPass Policy Manager (CPPM) enterprise credentials. 

C. Domain Administrator credentials with at least read access. 

D. Cache Timeout value set to at least 10 hours. 

E. Domain User credentials with read-write access. 

Correct Answer: AC 

 

QUESTION 9

What is the benefit of installing a wild card certificate for captive portal authentication? 

A. Wild card certificates provide greater security than normal certificates. 
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B. Allows different certificates for each controller for increased security. 

C. Guests no longer are required to validate certificates during captive portal. 

D. Allows the single wild card certificate to be installed on all controllers in the environment. 

Correct Answer: D 

 

QUESTION 10

Which fingerprint collectors can help to distinguish between an iPhone and an iPad? (Choose two.) 

A. SNMP 

B. IF-MAP 

C. MAC OUI 

D. TCP header capture 

E. HTTP 

Correct Answer: BC 
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