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QUESTION 1

When joining ClearPass to an Active Directory (AD) domain, what information is required? (Choose two.) 

A. Fully Qualified Domain Name (FQDN) of the AD Domain Controller. 

B. ClearPass Policy Manager (CPPM) enterprise credentials. 

C. Domain Administrator credentials with at least read access. 

D. Cache Timeout value set to at least 10 hours. 

E. Domain User credentials with read-write access. 

Correct Answer: AC 

 

QUESTION 2

Refer to the exhibit. 
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A user connects to an Aruba Access Point wireless SSID named "Secure-Corporate" and performs an 802.1X
authentication with ClearPass as the authentication server. 

Based on this service configuration, which service will be triggered? 

A. No service will be triggered 

B. Service Three 

C. Service Two 

D. Service One 

Correct Answer: B 

 

QUESTION 3

Which must be taken into account if a customer wants to use the DHCP collector with 802.1X authentication? 
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A. When a client sends an authentication request to ClearPass, the profiler will also gather DHCP information. 

B. Because DHCP fingerprinted is a Layer-3 function, it cannot be used with an 802.1X authentication service. 

C. The client needs to connect to an open network first to be profiled, then shifted to the secure 802.1x network. 

D. The client needs to be granted limited access before the enforcement policy can take into account the device type. 

Correct Answer: A 

 

QUESTION 4

What is RADIUS Change of Authorization (CoA)? 

A. It is a mechanism that enables ClearPass to assigned a User-Based Tunnel (UBT) between a switch and controller
for Dynamic Segmentation. 

B. It allows clients to issue a privilege escalation request to ClearPass using RADIUS to switch to TACACS+. 

C. It allows ClearPass to transmit messages to the Network Attached Device/Network Attached Server (NAD/NAS) to
modify a user\\'s session status. 

D. It forces the client to re-authenticate upon roaming to an access point controlled by a foreign mobility controller. 

Correct Answer: C 

 

QUESTION 5

Which authentication method requires a client certificate? 

A. EAP-TLS 

B. Guest self-registration 

C. PEAP 

D. MAC Authentication 

Correct Answer: A 
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