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QUESTION 1

What are "known" endpoints in ClearPass? 

A. "Known" endpoints have be fingerprinted to determine their operating system and manufacturer. 

B. These are endpoints whose beacons have been detected but have never completed authentication. 

C. The label "Known" indicates rogue endpoints labeled as "friendly" or "ignore". 

D. "Known" endpoints can be authenticated based on MAC address to bypass the captive portal login. 

Correct Answer: D 

 

QUESTION 2

Which Authorization Source support device profile enforcement? 

A. OnGuard Repository 

B. Local user Repository 

C. Guest User Repository 

D. Endpoint Repository 

Correct Answer: B 

 

QUESTION 3

When ClearPass is communicating with external context servers, which connection protocol is typically used? 

A. FTP over SSH 

B. REST APIs over HTTPS 

C. SOAP and XML 

D. YAML 

Correct Answer: C 

 

QUESTION 4

An organization wants to have guests connect their own personal devices to the wireless network without requiring a
receptionist setting up a guest account. 

Which ClearPass feature can be used to meet the organization\\'s requirements? 
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A. Policy Manager Enforcement 

B. MAC authentication with profiling 

C. ClearPass Onboard 

D. Guest with self-registration 

Correct Answer: D 

 

QUESTION 5

Refer to the exhibit. 

What are two consequences of the Cache Timeout being set to 36000 seconds? (Choose two.) 

A. ClearPass will cache all user and machine attributes from AD every 10 hours in anticipation of one of those users or
machines attempting to authenticate. 

B. Less traffic is required between ClearPass and the AD server when re-authenticating within a 10 hour period. 

C. The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the AD server by caching
user credentials for a 10 hour period. 

D. A user changing departments may not see their Department attribute change in AD reflected while authenticating
until the Cache Timeout period has ended. 

E. On a failed authentication attempt, ClearPass will consider any subsequent attempts within 10 hours as total failed
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attempts before blacklisting the client. 

Correct Answer: AC 
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