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QUESTION 1
An organization has configured guest self-registration with internal sponsorship.

Which options can be configured to send guest users their credentials outside of the initial login web-page? (Choose
two.)

A. Configure a Simple Mail Transport Protocol (SMTP) server in ClearPass Policy Manager administration.

B. Configure a Simple Mail Transport Protocol (SMTP) server in ClearPass Guest administration.

C. Configure a Short Message Service (SMS) Gateway in ClearPass Policy Manager administration.

D. Configure a Short Message Service (SMS) Gateway under ClearPass Guest configuration.

E. Configure the self-registration page for the guest to receive a Simple Mail Transport Protocol (SMTP) receipt.
Correct Answer: AE

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.7/Guest/PDFs/Guest_User_Guide.pdf

QUESTION 2

Which configuration options are necessary to add a Network Access Device into the ClearPass Policy Manager?
(Choose two.)

A. HTTPS certificate

B. ClearPass Admin Password
C. CLI Console Password

D. NAD IP Address

E. Shared Secret

Correct Answer: DE

QUESTION 3

What are two ways to add guest accounts to ClearPass? (Choose two.)

A. Importing accounts from Active Directory once ClearPass is added with Admin credentials.
B. Assigning the default role "Lobby Ambassador to a receptionist to then add the accounts.
C. Using the "Import Accounts" under ClearPass Guest.

D. Using the "Create Account" or "Create Multiple” options under ClearPass Guest.

E. Using the "Sync Accounts" under ClearPass Guest.
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Correct Answer: CD

QUESTION 4
Refer to the exhibit.

Web Login (Guest Network)
Use this form to make changes to the Web Login Guest Network.

Web Login Editor

Guest Metwork

* Name:
Enter a name for this web login page.

arubalogin

Page Name: Enter a page name for this web login.

The web login will be accessible from "/gusst/page_name.phg”

Description:

Comments or descriptive text about the web legm.
* vendor | Auba Networks El
Settings: Select a predefined group of settings suitable for standard network configurations.
Controller-initiated — Guest browser performs HTTP form submit B
Legin Methog: Sealect how the user's network login will ba handled.
o

zerver-inthated logins reguire the user’s MAC address to be available, usually from the captive portal redirection process,

securelogin.arubanetworks.com

Entar the IP address o hostname of the vendor’s product here.

* Address:

Use vendor default E

Select a security option to apply to the wab login process.

Secure Login:

] The controller will sand thea IP to submit credentials

In multi-controller deployments, it is cften reguired to post cradentials to different addrasses made available as part of the
original rediraction.

The address above wil be used wheneverthe parameter 15 not availlable or fails the requirements below.

Dynamic Address:

Where will the guests browser be redirected during a captive portal login attempt?
A. The redirect will time out and fail to resolve.

B. The captive portal page hosted on Aruba Central in the cloud.

C. The captive portal page hosted on the Aruba controller.

D. The captive portal page hosted on ClearPass.

Correct Answer: B

QUESTION 5

Refer to the exhibit.
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Services - Aruba 802.1X Secure Wireless

Summary &McNMnticnﬁon ! Authori:ntion: Roles m

Use Cached Results: Use cached Roles and Posture attributes frem previous sessions
Enforcement Policy: aruba wireless enforcement policy - Modify|
Enforcement Policy Details
Description: Aruba wireless Enforcement policy
Default Profile: [Deny Access Profile]
Rules Evaluation Algorithm:  first-applicable
Conditions Enforcement Profiles
1. (Authorization: [Endpoints Repository]:.Category ) assign profile only role
(Tips:Role corporate_user) .
S ; assign employee full role
(Tips:Role computer)
- [Tlps:Ru_Ie . assign employee smart role
(Tips:Role smart_phone)
4. (Tips:Role temp_user) assign temp access role
(Tips:Role temp_user) , .
= (Tips:Role smart_phone) assign employee smart role

What is true regarding leaving the indicated option "Use cached Roles and Posture attributes from previous sessions”
unchecked?

A. A posture change applied to an endpoint is going to be lost each time the client re-authenticates.
B. The service will make the enforcement decision based upon the updated Posture regardless of caching.
C. Posturing will no longer be evaluated in determining the enforcement policy for current or future sessions.

D. Cached posture results are no longer stored by ClearPass but instead are saved to the endpoint of the client.

Correct Answer: A
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