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QUESTION 1
You have an Azure subscription and 100 Windows 10 devices.

You need to ensure that only users whose devices have the latest security patches installed can access Azure Active
Directory (Azure AD)-integrated applications.

What should you implement?
A. a conditional access policy
B. Azure Bastion

C. Azure Firewall

D. Azure Policy

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-
policies

QUESTION 2
DRAG DROP

You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by
resource owners.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit. @

Create an access review control.

©O

Set Reviewers to Group owners.

Set Reviewers to Members.

Correct Answer:

Actions Answer Area

Create an access review program.

Set Reviewers to Selected users. Create an access review control.

Create an access review audit. @ Set Reviewers to Group owners.

®
©

Set Reviewers to Members.

Step 1: Create an access review program Step 2: Create an access review control Step 3: Set Reviewers to Group
owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have
the members review their own access. If the resource is a group, you can ask the group owners to review.
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References: https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

QUESTION 3

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements.

Your company\\'s developers intend to deploy a large number of custom virtual machines on a weekly basis. They will
also be removing these virtual machines during the same week it was deployed. Sixty percent of the virtual machines
have

Windows Server 2016 installed, while the other forty percent has Ubuntu Linux installed.

You are required to make sure that the administrative effort, needed for this process, is reduced by employing a suitable
Azure service.

Solution: you recommend the use of Azure Reserved Virtual Machines (VM) Instances.
Does the solution meet the goal?

A. Yes

B. No

Correct Answer: B

QUESTION 4
HOTSPOT
To complete the sentence, select the appropriate option in the answer area.

Hot Area:
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Answer Area

When you need to delegate permissions to several Azure virtual machines simultaneously,
you must deploy the Azure virtual machines v

to the same Azure region.

by using the same Azure Resource Manager template.
to the same resource group.

to the same availability zone.

Correct Answer:

Answer Area

When you need to delegate permissions to several Azure virtual machines simultaneously,
you must deploy the Azure virtual machines -

to the same Azure region.

by using the same Azure Resource Manager template.
to the same resource group.

to the same availability zone.

A resource group is a logical container for Azure resources. Resource groups make the management of Azure
resources easier.

With a resource group, you can allow a user to manage all resources in the resource group, such as virtual machines,
websites, and subnets. The permissions you apply to the resource group apply to all resources contained in the
resource group.

Reference: https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/overview#resource-groups
https://docs.microsoft.com/en-us/azure/role-based-access-control/overview

QUESTION 5

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes No

Authorization to access Azure resources can be provided only to Azure Active Directory O
(Azure AD) users.

Identities stored in Azure Active Directory (Azure AD), third-party cloud services, and on- O O
premises Active Directory can be used to access Azure resources.

Azure has built-in authentication and authorization services that provide secure access to O O
Azure resources.

Correct Answer:

Answer Area
Statements Yes No
Authorization to access Azure resources can be provided only to Azure Active Directory O @)
(Azure AD) users.
Identities stored in Azure Active Directory (Azure AD), third-party cloud services, and on- O. O

premises Active Directory can be used to access Azure resources.

Azure has built-in authentication and authorization services that provide secure access to O O
Azure resources.

Box 1: No

Authorization to access Azure resources can be provided by other identity providers by using federation. A commonly
used example of this is to federate your on-premises Active Directory environment with Azure AD and use this
federation

for authentication and authorization.

Box 2: Yes

As described above, third-party cloud services and on-premises Active Directory can be used to access Azure
resources. This is known as ‘federation’.

Federation is a collection of domains that have established trust. The level of trust may vary, but typically includes
authentication and almost always includes authorization. A typical federation might include a number of organizations
that have

established trust for shared access to a set of resources.

Box 3: Yes

Azure Active Directory (Azure AD) is a centralized identity provider in the cloud. This is the primary built-in
authentication and authorization service to provide secure access to Azure resources.

References:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed

https://docs.microsoft.com/en-us/azure/active-directory/develop/authentication-scenarios
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